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Bitrix Hosts: Detect, Patch, Depatch

JTOT pasaen Hy>KeH ana on-prem Bitrix, rae IP v nopT MoryT nepeesxatb pa3 B HECKO/IbKO HeAe/lb Ui
mecsueB. ViMs y3na 1 agpec BBOAATCSA B MOASX CTPAHULLbL: CBOMX 3HAUEHWI MO YMOJAUYAHUIO Y
nporpamMmbl HET, MOPT MO yMOAYaHuIo - | 4U3 | Mpumep:

[

Host: portal.example.com

URL : https://192.168.0.10

IP : 192.168.0.10
Port: 443

FnaBHoe lNpaBuno

Windows | hosts He ymeeT xpaHuTb NopT. B hosts nuwetca Tonbko:

192.168.0.10 portal.example.com

MopT XxpaHWTCs ToNbKO Kak metadata B kKoMMeHTapumn managed-cTpoku:

# AUDION_BITRIX_HOSTS; ports=uu3; backup=hosts_prepatch_....bak; updated=...

Jt1a metadata Hy>xHa DevOps Tools ans anarHocTky, MOBTOPHOM MNPOBEPKK 1 TouHoro depatch.

Pa6bouun CueHapum

1. OTKpbITb | CETb —> HOSTS .
2. BBeCTV 1Ms y3n1a 1 HaxkaTb  HalTn TeKylyw TOYKY .

3. Y6eantbes, uto nons | IP-appec n TCP—nopTbl BPYYHYK 3amnO/NHEHbI 1IOKaNbHbIM aZpecoM U

NOPTOM.
4. Haxatb  CocTogHue / DNS / nopTebl .

5. Ecnun BCé BbIMNAAUT NPaBWIIbHO, BKIOUUTL NoAMeHy ( BkawynTb nogmeny ).



6. Mocne paboTbl BbIKAOUNTL NOAMEHY (| BbIkNwYUTL moaMeHy ), UTO6bl BepHYTh exact pre-patch

hosts |

HaiiTn Tekywyw Touky He MeHseT cucteMy. OH genaet DNS-only lookup 6e3 yuérta stale  hosts |
NPWHMMaeT TONIbKO JIoKa/bHble/private agpeca 1 ckaHupyeT nopTbl-KaHAnAaTbl. My6anyHbin DNS [P

BbIBOAUTCA B XXYPHaJ, HO B Noae  IP-apgpec He NOACTaBAAETCA.
JIoKanbHbIMUY CUYMTAOTCS:

e 10.0.0.0/8;

e 172.16.0.0/12;
e 192.168.0.0/16 ;
e 127.0.0.0/8;

e 169.254.0.0/16 ;

IPv6 loopback, ULA wu link-local.

Enable Override

BKNYMTb MoamMeHy JenaeT TPW BeLyu:

1. CoxpaHseT TouHbIN pre-patch backup B | backup\hosts\hosts_prepatch_....bak .
2. OTKIKOYaET CTapble akTUBHbIE CTPOKM A/t BbibpaHHOro host.

3. Jobasnsetr managed-ctpoky IP —-> host c metadata ports=... un backup=... .

Backup-darin aasetca UCTOYHUKOM UCTUHbI As nocaeaytoliero depatch.

Disable Override

BolkniounTb noamMeHy He pegaktupyet hosts noctpoyHo. OH:

1. YnTaeT  backup=hosts_prepatch_. . ..bak u3 managed-koMMeHTapua.
2. Mposepser, uto backup cywecteyet B backup\hosts .
3. CoxpaHsert Tekywmi dann B hosts_before_disable_....bak .

4. Konupyer pre-patch backup nosepx cuctemHoro | hosts .

3710 nobuTtoBbIn depatch: utoroseii | hosts  gosxeH coBnactb ¢ ncxoaHbiM backup. CoBnagatowme

AaTta/BpeMs daina nocae BOCCTAaHOBEHWS - XOPOLUUIA ObITOBOWN MHAMKATOP, YTO dain He

nepecobupanca Bpy4UHyHo.



Ecnn metadata | backup=... otcytctByeT nam bann backup notepsaH, BbikAKYUTL NOAMEHY  AOJKEH
OTKa3aTbCs OT "MoyTh oTkaTa". B TakoM cnyyae ncnonb3ymnte  BoccTaHoBuTb hosts wav cHoBa

BKAtOUMTE override HOBOW Bepcuelr, 4Tobbl co3aaTb managed-cTpoky ¢ backup metadata.

Restore Original Hosts

BoccTaHoBuTb hosts - aBapuiHbin fallback. OH BoccTaHaBavBaeT nocneaHM AOCTYMHbBIV

hosts_prepatch_*.bak , eciu aBHbI depatch no managed-cTpoke HEBO3MOXEH.

Urto NMpoBepartb B Status

CoctosiHne / DNS / mopThl read-only n gonkeH nokasbiBaTh:

® aKTUBHble CTPOkM  hosts ;

e metadata | ports u| backup ;

o effective resolution c yuétom hosts ;
e DNS answer 6e3 hosts-daina;

e configured DNS servers;

e auto-scan OTKPbITbIX MOPTOB;

e utoroByro TCP-npoBepky host/IP n custom/detected ports.

Smoke

MwuHnManbHas NPOBEPKa noBeAeHnA:

r
Detect current endpoint —> fields update only for local/private IP

Enable override —> pre-patch backup created, managed line has backup=...
Disable override -> hosts restored byte—-for-byte from referenced backup

Status / DNS / ports -> shows ports + backup metadata




